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Forensics gives you a detailed look at the data HEAL captures around an event so you can
identify the root cause faster. Useful for application owners, IT Ops, and product admins.

How forensic data is collected

HEAL collects forensics through script-based actions (part of the supervisor package on the target
box) and wired-in data (Java deep-dive code snapshots). Both flow into the Ul in the context of a
Problem or Early Warning.

Forensics is collected only at the instance level, regardless of signal type. The action triggers as
soon as the first event in a category occurs, then suppresses for the next “n” minutes per category
and instance. The “n” minutes interval is configurable.

When forensics fires. As soon as the MLE flags a NOR (Normal Operating Range) violation on a
key KPI, the matching forensic action runs to gather just-in-time diagnostic data. Dynamic
baselines on transaction response times also trigger forensics on transaction slowness, and a

special action takes Java code snapshots through instrumentation.
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Forensic actions are grouped at the instance and KPI category level.

Open forensics for an event

1. Click an event to see its forensic details.
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2. A popup opens with the option to view forensics.
3. Date and time of the event.
4. KPIl value at the moment of the event.

5. NOR or SOR threshold range. The MLE or SOR processor triggered the event because the
value went outside the range.

6. Click Forensics to open the detailed forensic data.

Forensic Details {for the event occurmed at 2021-02-26 22:52:00)

Forensic triggered due 1o breach in Memory metric on NB-DB-Service-DR service
1T Host
M macry
RHEL
19216813176
RHEL_NS_DE._Hosi_176_insi_1-DR
Forensic dala collected is 28 Tobows

¥indo On how long the system has been running  22:53:36
»Reports currently running processes with memory utilization info  22:53:36

1o
»Displays o tree of processes  22:53:36 ¥

»Prints stack trace of running process 226306

»Trace system calls and sigrals  I1154:13 i

»Report virtual memory statistics  22:85:03 3

Click Download to save command outputas a| .txt file.

Heads up. When a service is under maintenance, neither forensics nor code snapshots are

collected.

Next
¢ View Problem Report . open one Problem.
e Root Cause Analysis . trace the cause of a signal.
¢ Viewing Request Dashboard . workload request details.
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https://docs.healsoftware.ai/docs/view-problem-report/
https://docs.healsoftware.ai/docs/root-cause-analysis/
https://docs.healsoftware.ai/docs/viewing-request-dashboard-2-2/

