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HEAL audits selected transactions and captures the extra headers in the post body. The Audit
column on the Workload screen exposes that data for each transaction.

° Aggregated Detail for NB-App-Service-DR Cluster Level Last 1 month from 5 2021-06-29 13:15 IST ‘/E\) Ay =
Behaviour - VM /Host  Behaviour - Component
Group by Tags Al No. of Requests for the selected tag 6
Volume Slow Failed Timedout Unknown

140 00 9/ ‘ 0, 5 0 9/ " 0, .
7K om | 0.00 % o 33.50 % 2k | 0.00 % 0o 22.66 % 2K
Performance (Count - Thousands) - Top 5 Slow e Top 5 Failed -
@ Success @ Slow @@ Fail @ Unknown POSTEhHp:/|id=[ROUTE_MAME: TCP.REQUESTTYPE Onli
3 TT19%
25 POSTEhtp-ifi/ifd=[ROUTE_MAME:HTTP,REQUESTTYPEOn
51.64%
) ©® No slow data available POST2htip-/f/ifd=[ROUTE_NAME fswserver, REQUESTTYP
e — 232%
1
05
o B P
¥ F g &F &
Request List
Total 6 1 T
Requests Volume Success Success(%) Slow Slow(%) Failure Failure(%) Audit

POST#hitp/ifU[fd=

[ROUTE_NAME:TCP,REQUESTTY N :
1609 367 22.81 0 0 1242 7718 B

PE:OnlineBlackListCheck]|srv=NB-

App-Service-DRjacc=2

POST#hitp/if[fd=

[ROUTE_MAME HTTRREQUESTT \
1609 778 43,35 0 ] 831 5165 B
YPE:OnlineBlackListCheck]|srv=NB-
P
o Aggregated Detail for NB-App-Service-DR Cluster Level Last 1 month from 5] 2021-06-29 13:15 IST "‘ AJ Ay =

LUSIELE  Behaviour - VM / Host  Behaviour - Component

] 5164%

‘: © No slow data available POSThtip-(/filfd=[ROUTE_MAME fswserver REQUESTTYP
— 232%

Reqguest List

Total 6 1 T
Requests Volume Success Success(‘) Slow Slow(%) Failure Fallure(%) Audit

POST#http:/ifilfd=

[ROUTE_NAME TCP,REQUESTTY h _ -
1609 387 281" 0 [ 1242 77.19 B}

PE:OnlineBlackListCheck]|srv=NB-

App-Senvice-DRjacc=2

POST#hitp /ifU[fd=

[ROUTE_NAME HTTRREQUESTT \ :
1609 778 43.35) 0 0 331 5165 B
YPE:OnlineBlackListCheck]jsrv=NB- /

App-Senvice-DR|acc=2

POST#hitp /ifU[fd=

[ROUTE_NAME fswserver, REQUES N

: - 1586 367 23,14 0 0 268 232 B

TTYPE:OniineBlackListCheck]isrv=

NE-App-Senvice-DR|acc=2

POST#hitp ilffd=

[ROUTE_NAME FTPREQUESTTYP \ -
1835 735 47.88) 0 [ 0 0 B

E-OnlineBlackListCheck]isrv=NB-

App-Service-DR|acc=2

View transaction audit

Page

Hover the icon in the Audit qg%rnr&oﬁﬁge\ﬁ?gy. Xﬁaﬁ}aﬁt%twe%ébﬁygdtzta%on appears.
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° Aggregated Detail for NB-App-Service-DR Cluster Level Last 1 month from B 2021-06-29 13:15 IST "‘ A)J Ay =
LLUNIEL I Behaviour - VM / Host  Behaviour - Component
Performance (Count - Thousands) o Top 5 Slow « Top 5 Failed «
Success m Slow @ Fal @ Unknown POST#ntp-(/f/fd=[ROUTE_NAME:TCP REQUESTTYPE Onli
: 7719%
25 [ POST#hNp:/M/|fd=[ROUTE_NAME:HTTP.REQUESTTYPE:On.,
5164%
z
© Noslow dat,

POST#http:i/fi/]fd=[ROUTE_MNAME:fswserver REQUESTTYP
—

Reguest List
Total 6 1 T
Requests Volume Success Success(%) Slow Slow(%) Failure Fallure(%) Audit

POST#hitp ifi[fd=
[ROUTE_NAME TCPREQUESTTY

1609 367 281" 0 0 1242 B
PE:OnlineBlackListCheck]|srv=NB-

App-Service-DR|acc=2

POST#hitp/fi[fd=
[ROUTE_NAME HTTR.REQUESTT

.
1609 778 48.35] 0 0 83 5165 IQ
YPE:OnlineBlackListCheck]|srv=NB- o’

View Transaction Audit
App-Service-DR|acc=2 i T { u

POST#hitp fifd=

[ROUTE_NAME fewserver, REQUES ™ "\ ;
1586 367 23.14" 0 0 368 23; B

¥}

TTYPE:OnlineBlackListiCheck]jsrv=
NB-App-Service-DRlacc=2

Click View Transaction Audit. The Request Details screen shows the captured request and
response. Column headings come from the Display Name values you set in the Control Center.
Column values come from the fields you specified in the Control Centera??s GET or POST
Variable boxes.

° Request Details - POST#http://fif|fd=[ROUTE_NAME:HTTP,REQUESTTYPE:OnlineBlackListCheck]|srv=NB-Ap... Last 1 hour from | & now IST =
Tolal 753 1 2 3 4 6 6 - N > T

Start Time End Time Response Time(ms) Status Response Code Client IP Client Port Server IP Server Port Route-Name

2021-06-29 12:59:55 2021-06-29 12:59:56 1677000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP |
2021-06-29 12:59:54 2021-06-29 12:59:55 1584000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP

2021-06-29 12:59:53 2021-06-29 1259:54 1658000 FaIL 200 192.168.57.59 4734 172.16.1.130 7343 HTTP

2021-06-29 12:59:52 2021-06-29 12:59:53 953000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP

2021-06-29 12:59:51 2021-08-29 1259:52 1673000 FAIL 200 192 16857 59 4734 172.16.1.130 7543 HTTR

2021-06-29 12:59:50 2021-06-29 12:59:51 1540000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP

2021-06-29 12:59:49 2021-06-29 12:39:50 1652000 FalL 200 192.168.57.59 4734 172.16.1.130 7343 HTTP

2021-06-29 12:59:48 2021-06-29 12:55:49 1583000 FAIL 200 192 168 57 59 4734 172.16.1.130 7543 HTTP

2021-06-29 12:59:47 2021-06-29 12:59:48 1421000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTR

2021-06-29 12:59.46 2021-06-29 12:59:47 1220000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP

2021-06-29 12:59:45 2021-06-29 125946 1283000 FaIL 200 192 188 5759 4734 172.16.1.130 7543 HTTP

2021-06-29 12:59:44 2021-06-29 12:55:45 1249000 FAIL 200 192.168.57.59 4734 172.16.1.130 7343 HTTP

2021-06-29 12:59:43 2021-06-29 12:59:44 1193000 FAIL 200 192.168,57.59 4734 172.16,1.130 7543 HTTP

2021-06-29 12:59:42 2021-06-29 12:59:43 1153000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP

2021-06-29 12:59:41 2021-06-29 12:59:42 1174000 FAIL 200 192.168.57.59 4734 172.16.1.130 To43 HTTP

2021-06-29 12:59:40 2021-06-29 12:55:41 1167000 FAIL 200 192 168 57 59 4734 172.16.1.130 7543 HTTP

2021-06-29 12:59:39 2021-06-29 12:59:40 1174000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
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° Request Details - POST#http:/fif|fd=[ROUTE_NAME:HTTP,REQUESTTYPE:OnlineBlackListCheck]|srv=NB-Ap... Last 1 hour from | & now IST

POST#http://fif|fd=[ROUTE_NAME:HTTP REQUESTTYPE:OnlineBlackListCheck]|srv= NB-App-Service-DRjacc=2 l

Total 753 12 3 4 5 6 -~ 3 >
Start Time End Time - Response Time(ms) Status Response Code Client1P = Client Port - Server IP Server Port Route-Name
2021-06-29 12:59:55 2021-06-29 12:59:56 1677000 FalL 200 192.168.57.59 4734 172.16.1.130 7543 HTTR
2021-06-29 12:59:54 2021-06-29 12:59:55 1584000 FaIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:53 2021-06-29 12:59:54 1658000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTR
2021-06-29 12:59:52 2021-06-29 12:59:53 953000 FAaIL 200 192.168.57.59 4734 172.16.1.130 7343 HTTP
2021-06-29 12:59:51 2021-06-29 12:55:52 1673000 FalL 200 192 16857 59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:58:50 2021-06-29 12:59:51 1540000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:49 2021-06-29 12:59:50 1652000 FalL 200 192.168.57.59 4734 172.16.1.130 7243 HTTP
2021-06-29 12:59:48 2021-06-29 12:55:49 1583000 FAIL 200 192 168 57 59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:47 2021-06-29 12:59:48 1421000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:46 2021-06-29 12:59:47 1220000 FaIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:45 2021-06-29 12'59:46 1288000 FalL 200 192 168 .57 59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:44 2021-06-29 12:59:45 1249000 FAIL 200 192.168.57.59 4734 172.16.1.130 To43 HTTP
2021-06-29 12:59:43 2021-06-29 12:59:44 1193000 FAIL 200 192.168.57.59 4734 172,161,130 7543 HTTP
2021-06-29 12:59:42 2021-06-29 1259:43 1153000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:41 2021-06-29 12:59:42 1174000 FAIL 200 192.168.57.59 4734 172.16.1.130 To43 HTTP
2021-06-29 12:59:40 2021-06-29 12:59:41 1167000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:39 2021-06-29 1259:40 1174000 FaiL 200 192 1685759 4734 172.16.1.130 7543 HTTR
° Aggregated Detail for NB-App-Service-DR  Cluster Level Last 4 hours | from | B 2021-06-29 1315 | 18T v @ Ay =
Behaviour - VM / Host  Behaviour - Component
400
200 I I
]
FFF TSI FIEFFFIF IS
Reqguest List
" ) Total 5 1 T
Requests Volume Success Success(%) Slow Slow(%) Failure Fallure(%) Audit
POST#hitp /ifU[fd=

[ROUTE_NAME TCPREQUESTTY

483 0 0 0 0 483 g
PE:OnlineBlackListCheck]|srv=NB-
App-Service-DR|acc=2

POST#hitp/ifU[fd=
[ROUTE_MAME HTTPREQUESTT -~

483 brl 4.55 o 0 4581
YPE:OnlineBlackListCheck]|srv=NB-

App-Semvice-DR|acc=2

i

GET#/B24TransactionDatalsrv=NB-
930 930
App-Service-DR|acc=2

POST#http:/i|fd=
[ROUTE_NAMEFTRREQUESTTYP B
E OnlineBlackListCheck]isrv=NB-

App-Service-DR|acc=2

POSTH#pAfilfd=
[ROUTE_NAME fswserver, REQUES

268 0 0 0 0 0 0 B
TTYPE-OniineBlackLisiCheck]jsrv=

NB-App-Service-DRace=2
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° Request Details - POST#http:/fiflid=[ROUTE_NAME:HTTP,REQUESTTYPE:OnlineBlackListCheck]isrv=NB-Ap...

Start Time

2021-06-29 12:59:55

2021-06-29 12:59:54

2021-06-29 12:59:53

2021-06-29 12:59:52

2021-06-29 12:59:51

2021-06-29 12:58:50

2021-06-29 12:59:49

2021-06-29 12:59:48

2021-06-29 12:59:47

2021-06-29 12:59:46

2021-06-29 12:59:45

2021-06-29 12:59:44

2021-06-29 12:59:43

2021-06-29 12:59:42

2021-06-29 12:59:41

2021-06-29 12:59:40

2021-06-29 12:59:39

Time window. HEAL shows transaction audit data for the last 30 minutes or last 1 hour.

° Request Details - POST#http:/fiflid=[ROUTE_NAME:HTTP,REQUESTTYPE:OnlineBlackListCheck]isrv=NB-Ap...

Start Time

2021-06-29 12:59:55

2021-06-29 12:59:54

2021-06-29 12:59:53

2021-06-29 12:59:52

2021-06-29 12:59:51

2021-06-29 12:58:50

2021-06-29 12:59:49

2021-06-29 12:59:48

2021-06-29 12:59:47

2021-06-29 12:59:46

2021-06-29 12:59:45

2021-06-29 12:59:44

2021-06-29 12:59:43

2021-06-29 12:59:42

2021-06-29 12:59:41

2021-06-29 12:59:40

2021-06-29 12:59:39

End Time

2021-06-29 12:59:56

2021-06-29 12:59:55

2021-06-29 12:59:54

2021-06-29 12:59:53

2021-06-29 1259:52

2021-06-29 12:59:51

2021-06-29 12:59:50

2021-06-29 12:55:49

2021-06-29 12:59:48

2021-06-29 12:59:47

2021-06-29 12'59:46

2021-06-29 12:59:45

2021-06-29 12:59:44

2021-06-29 1259:43

2021-06-29 12:59:42

2021-06-29 12:59:41

2021-06-29 1259:40

End Time

2021-06-29 12:59:56

2021-06-29 12:59:55

2021-06-29 12:59:54

2021-06-29 12:59:53

2021-06-29 1259:52

2021-06-29 12:59:51

2021-06-29 12:59:50

2021-06-29 12:55:49

2021-06-29 12:59:48

2021-06-29 12:59:47

2021-06-29 12'59:46

2021-06-29 12:59:45

2021-06-29 12:59:44

2021-06-29 1259:43

2021-06-29 12:59:42

2021-06-29 12:59:41

2021-06-29 1259:40

Response Time(ms)

1677000

1584000

1658000

953000

1673000

1540000

1652000

1583000

1421000

1220000

1288000

1249000

1193000

1153000

1174000

1167000

1174000

Response Time(ms)

1677000

1584000

1658000

953000

1673000

1540000

1652000

1583000

1421000

1220000

1288000

1249000

1193000

1153000

1174000

1167000

1174000

Status

FalL

FAIL

FAIL

FAaIL

FalL

FAIL

FalL

FAIL

FAIL

FAIL

FalL

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

Status

FalL

FAIL

FAIL

FAaIL

FalL

FAIL

FalL

FAIL

FAIL

FAIL

FalL

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

Response Code

200

200

200

200

200

200

200

200

200

200

200

200

200

200

Response Code

200

200

200

200

200

200

200

200

200

200

200

200

200

200

Client 1P

192.168.57.59

192.168.57.59

192.168.57.59

192.168.57.59

192 16857 59

192.168.57.59

192.168.57.59

192 168 57 59

192.168.57.59

192.168.57.59

192 168 .57 59

192.168.57.59

192.168.57.59

192.168.57.59

192.168.57.59

192.168.57.59

192 1685759

Client 1P

192.168.57.59

192.168.57.59

192.168.57.59

192.168.57.59

192 16857 59

192.168.57.59

192.168.57.59

192 168 57 59

192.168.57.59

192.168.57.59

192 168 .57 59

192.168.57.59

192.168.57.59

192.168.57.59

192.168.57.59

192.168.57.59

192 1685759

Client Port

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

Client Port = Last 1 hour

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

4734

Last 1 hour

Server IP

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172,161,130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

from

Total 753

I now

Server Port

7543

7543

7543

7343

7543

7543

7243

7543

7543

7543

7543

To43

7543

7543

To43

7543

7543

IST

HTTP

HTTP

HTTP

HTTR

HTTP

HTTP

HTTP

HTTE

l Last 1 hour from

Last 30 mins

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

172,161,130

172.16.1.130

172.16.1.130

172.16.1.130

172.16.1.130

Total 753

I now

Server Port

7543

7543

7543

7343

7543

7543

7243

7543

7543

7543

7543

To43

7543

7543

To43

7543

7543

IST

HTTP

HTTP

HTTP

HTTR

HTTP

HTTP

HTTP

HTTE
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° Request Details - POST#http:/fiflid=[ROUTE_NAME:HTTP,REQUESTTYPE:OnlineBlackListCheck]isrv=NB-Ap... Last 30 mins from | B 2021-06-29 13:15 IST L\f_\) Ay =
Total 245 12 3 4 5 6 -~ 10 *»
Start Time End Time Response Time(ms) Status Response Code Client 1P Client Port Server IP Server Port Route-Name
2021-06-29 12:59:55 2021-06-29 12:59:56 1677000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTR
2021-06-29 12:59:54 2021-06-29 12:59:55 1584000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:53 2021-06-29 12:59:54 1658000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTR
2021-06-29 12:59:52 2021-06-29 12:59:53 953000 FAIL 200 192.168.57.59 4734 172.16.1.130 7343 HTTP
2021-06-29 12:59:51 2021-06-29 1259:52 1673000 FaIL 200 192 16857 59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:50 2021-06-29 12:59:51 1540000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:49 2021-06-29 12:59:50 1652000 FalL 200 192.168.57.59 4734 172.16.1.130 7243 HTTP
2021-06-29 12:59:48 2021-06-29 12:55:49 1583000 FAIL 200 192 168 57 59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:47 2021-06-29 12:59:48 1421000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:46 2021-06-29 12:59:47 1220000 FaIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:45 2021-06-29 12'59:46 1283000 FalL 200 192 168 .57 59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:44 2021-06-29 12:59:45 1249000 FAIL 200 192.168.57.59 4734 172.16.1.130 To43 HTTP
2021-06-29 12:59:43 2021-06-29 12:59:44 1193000 FAIL 200 192.168,57.59 4734 172,161,130 7543 HTTP
2021-06-29 12:59:42 2021-06-29 1259:43 1153000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:41 2021-06-29 12:59:42 1174000 FAIL 200 192.168.57.59 4734 172.16.1.130 To43 HTTP
2021-06-29 12:59:40 2021-06-29 12:59:41 1167000 FAIL 200 192.168.57.59 4734 172.16.1.130 7543 HTTP
2021-06-29 12:59:39 2021-06-29 1259:40 1174000 FAIL 200 192 1685759 4734 172.16.1.130 7543 HTTR
No audit data
If there is no audit data for a request, you see this view.
° Request Details - POST#/balsrv|srv=NB-App-Service-DR|ac... Last 1 hour from | & now IST @ Ay =
Total 0 1
Start Time End Time Response Time(ms) Status Response Code Client 1P Client Port Server IP Server Port

O Transaction Audit Data Not Found
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Next

¢ Viewing Request Dashboard . workload request details.
e Configuration Watch . track configuration changes.

¢ Viewing Forensics . event-level forensics data.

Page 7
HEAL Confidential. All Rights Reserved 2026


https://docs.healsoftware.ai/docs/viewing-request-dashboard-2-2/
https://docs.healsoftware.ai/docs/configuration-watch-2-2/
https://docs.healsoftware.ai/docs/viewing-forensics-2-2/

