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Signal Notifications let you control which alerts you get and how you get them. Each user
picks email or SMS, recipient lists, and the granularity (component, instance, category, or all)
for each application they have access to.
An individual event is created in one of three ways:

¢ Automatic via the Machine Learning Engine (MLE).

e Manual threshold-based rule.

¢ Availability-based rule.

User-specific notifications

Many alerts can be generated, but each user only cares about a subset. Notifications are split into:

e Application level. Per-application defaults.

e User level. Each user defines their own preferences so they only get the alerts they need.
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e User 3 (DB). DB Application. Selected component-level alerts.
e User 4 (App Owner). Country Application. Selected all alerts.

Scenario walkthrough:
e Component-level event on WAS. Early Warning raised. Notifications go to User 2 and User 4.
e Component-level event on DB. Early Warning continues. Notifications to User 3 and User 4.
e Host-level event on IHS. Notifications to User 1 and User 4.
¢ Host-level event on DB. Notifications to User 1 and User 4.

Severity-change emails and reminder emails go to every user who already received notifications

for the signal. Transaction-related KPI events always go to every user assigned to the application,
with no opt-out.

Open My Profile

Click the user icon in the top-right corner. Pick My Profile. Email and SMS settings are audited.
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Signal Notifications
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1. Email Notifications. Switch on to receive emails. User-level setting that applies across every
account and application you can access.
2. SMS Notifications. Same scope. Switch on for SMS.

3. Email recipients. Switch on Enable Email Recipients to send to specific addresses. Add
comma-separated addresses to Email To and Email Cc. Notes:

¢ If both boxes are empty, emails go to the default user the recipients are added to.

e If you fill Email Cc, you must also fill at least one address in Email To.

¢ Recipients only get emails when Email Notifications is on.
4. Signal Notification Preference. Pick the alert type. All means notifications for every signal
HEAL generates.
5. Granularity. Pick Component Type, Component Name, or Instance Level for Lead Signals.
Pick Category Level for Info Signals. The choice applies to every application you are assigned to.
New users default to Application level.

6. Account selection. Pick the account whose preferences you are setting. The preferences apply
to every application in that account.

7. Application search. Find an application by full or partial name.
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° My Profile U =

Email and SMS Settings

Notifications ~
Forensic Notification & Enable Email Recipients
Time Zone Email To @

anup. kghealsoftware.ai

22/2048
Email Cc @

raghavendra.m@healsoftware.ai, ravi.t@healsoftware.ai

53/2048

Signal Notification Preference @ Select the type of alerls you want to recieve
Application Level

o B3 Al @ Getnotified for all signals generated by HEAL

© Cel nofificd for Lead signals generaled by HEAL

@ User opting for Immediately, will also be notified on the intervals of Open for long

Preferences
INDIA_FA Total 0 1
Applications Severe Problem & Default Problem & Severe Early Warning ®  Default Early Warning®  Severe Info @ Default Info @

° My Profile @ =

Email and SM$ Settings

Notifications hd
Signal Notification & Email Nolificati SMS
Forensic Mofification B Enable Email Recipients

Time Zone Email To @

anup.kghealsoftware.ai

222048
Email Cc @

raghavendra.mghealsoftware.al, ravi.t@healsoftware.si

5312048

Signal Notification Preference @ Select the type of aleris you want to recieve

Application Level

o B 41 © Getnotified for all signals generated by HEAL

@ Get nofified for Lead signals generated by HEAL

@ User opling for Immediately, wil also be nofified on the intervals of Open for long

Preferences
INDIA_FA Total 0 1
Applications Severe Problem & Default Problem & Severe Early Warning®  Default Early Warning®  Severe Info @ Default Info @
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@ myprofite (A)

Notifications hd 0/2048
Signal Notification Preference @ Select the type of aleris you want to recieve
Forensic Notification Application Level
Time Zone a All @ Get nofified for all signals generated by HEAL

@ Get nofified for Lead signals generated by HEAL

@ User opling for Immediately, will also be nolified on the inlervals of Open for long

°Prelerent.es
INDIA_FA h Total 0 1
Applications + Severe Prcvl:nlemo Default Problem i} Severe Early Warning o Default Early Warning i ] Severe Info L Default Info L]
App_Netbanking o Immediately ~ e Immediately e If Open for long e Immediately e Immediately o Immediately e
App_Insurance Immediately Immediately If Open for too long If Open for too long Immediately Off
App_Mutualfund Immediately Immediately Immediately Immediately off off
App_MobileBanking Immediately Immediately Immediately off off Off

o o

. Application list. Applications the Product Admin granted you access to.
. Severe Problem. Pick a notification preference.

. Default Problem. Pick a preference.

. Severe Early Warning. Pick a preference.

. Default Early Warning. Pick a preference.

. Severe Info Signal. Pick a preference.

. Default Info Signal. Pick a preference.

. Save. Apply the settings.

© 00 N oo o B~ W N Pk

. Cancel. Discard the settings.

Category Level selection (Info Signals):
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° My Profile

Notifications

v
Signal Nofification

Forensic Mofification

Time Zone

Signal Notification Preference @ Select the type of alerls you want to recieve

Application Level

All @ Getnofified for all signals generated by HEAL

Component Level ° Category Level

(a) =

@ Get nofified for Info signals generated by HEAL

© Please sclect at least one Category

AppServerApplications AppServerDataSource
AppserverConnPool AppserverEJB
AppserverRequest AppserverSenvists

Availability Background_Jobh_DB_Response

AppServerJDBC
AppserverlQ
AppsenverSessions

Background_Job_Dala_Process

Select All
AppServerJMS AppserverCPU
AppserverMemory AppserverNetwork
AppseverThreads AppserverTransaction

Background_Job_Memory_Usage Background_Job_Response_Time

@ User opling for Immediately, wil also be nofified on the intervals of Open for long

°Prelerent.es
INDIA_FA h Total 0 1
Applications + Severe thlemo Default Problem O severe Early Warning o Default Early \l\ll'amingo Severe Info o Default |r|f|,o
App_Netbanking Immediately ~ Immediately If Open for long Immediately Immediately Immediately
App_Insurance Immediately Immediately If Open for too long If Open for too long Immediately Off
App_Mutualfund Immediately Immediately Immediately immediately off off
App_MobileBanking Immediately Immediately Immediately Off Off Off
° My Profile @ =
Noifications ~ DI2048
Signal Notification Preference @ Select the type of alerls you want to recieve
Forensic Notification Application Level
Time Zone [] Al @ Get notified for all signals generated by HEAL
° Component Level Category Level & Cel notified for Lead signals generaled by HEAL
Host Gomponent Level Component Instance Level @ Please select at least one level
@ User opting for Immediately, will also be notified on the intervals of Open for long
OPrelerences

INDIA_FA hd Total 0 1

Applications + Severe Pl'olzleme Default Problem o Severe Early Warning o Default Early Warning /] Severe Info (] Default |n|'n°

App_Netbanking Immediately Immediately If Open for long Immediately Immediately Immediately

App_Insurance Immediately Immediately If Open for tao long If Open for too long Immediately Off

App_Mutualfund Immediately Immediately Immediately Immediately off off

App_MobileBanking Immediately Immediately Immediately Off Off Off

Available preferences for a Lead Signal:
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° My Profile

Notifications g

nal Notification

Forensic Mofification

Signal Notification Preference @ Select the type of aleris you want to recieve
Application Level

Time Zone All @ Get notified for all signals generated by HEAL

© Component Level Calegory Level

Q_

0/2048

@ Get nofified for Lead signals generated by HEAL

Host Component Level Component Instance Level O Please select at least one level

@ User opling for Immediately, wil also be nofified on the intervals of Open for long

°Prelerent.es
INDIA_FA v
Applications + Severe Pfol:uleme Default Problem (] Severe Early Warning o
App_Netbanking Immediately v Immediately If Open for long
App_Insurance Immediately ediately If Open for too long
Open for long (15 minutes)
App_Mutualfund P a( ) ediately Immediately
Open for too long (30 minutes)
App_MobileBanking ediately Immediately
off
App_CareBanking Immediately Immediately Immediately

Available preferences for an Info Signal:
° My Profile

Nofifications w~

nal Notification Signal Notification Preference @ Select the type of alerls you want to recieve

Forensic Notification Application Level

Time Zone All @ Get nolified for all signals generated by HEAL

° Component Level Category Level

Default Early Warning L]
Immediately

If Open for too long
Immediately

off

off

Severe Info e
Immediately
Immediately
off

Off

Off

Total 0 1
Default Info o
Immediately

off

off

Off

off

0720438

© Cel nofificd for Lead signals generaled by HEAL

Host Gomponent Level Component Instance Level @ Please select at least one level

@ User opting for Immediately, will also be notified on the intervals of Open for long

OPrelerences
INDIA_FA hd
Applications + Severe thlemo Default Problem O severe Early Warning o
App_Netbanking Immediately Immediately If Open for long
App_Insurance Immediately Immediately If Open for too long
App_Mutualfund Immediately Immediately Immediately
App_MobileBanking Immediately Immediately Immediately
App_CoreBanking Immediately Immediately Immediately

Default Early Warning Lid

Immediately

If Open for too long

Severe Info L]
Immediately

Immediately

Immediately | Immediately
[
off

off

off off

Total 0 1

Default Infoo
Immediately
off

off

plid

off

For If Open for long and If Open for too long preferences, you can see the configured duration.

Page 8

HEAL Confidential. All Rights Reserved 2026



#* HEAL FTWARE INC.
HE/ L S0 ¢

Forensic notifications

Q@ M Proiile ) =
B Email Notifications
Notifications b
Signal Notification * Application(s) to receive nofification
NetBanking-DC ENET-DR LOS-DC MicroBanking-DR
Time Zone
NetBanking-DR ENET-DC MicroBanking-DC LOS-DR

Suppression Duration (minules)
1

Cancel

Switch forensic notifications on or off, pick the applications you want emails for, and enter a
suppression duration in minutes (the gap between two forensic emails). Emails fire only when the
toggle is on.

Batch Job enabled

When batch job monitoring is on, you also see batch signals in the HEAL UI.
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e My Profile

Email and SMS Settings

Email Notifications

SMS Notifications

Signal Notification Preference @

Application Level

a0

() component Level  (8) CategoryLevel

Infe Categoryl Info Categary2 Info Category3 Info Categoryd

Info Category? Info Category8 Info Category% 1 Info Category10

@ User opting for Immediately, will also be notified on the intervals of Open for long

Preferences

XR Travels ~

Applications + Severe Problem @ Defauit Problem @  Severe Early Warning @
App_Metbanking Immediately Immediately If Open for lang
App_Insurance Immediately Immediately If Open for too long
App_Mutualfund Immediately Immediately Immediately
App_MobileBanking Immediately Immediately Immediately
App_CoreBanking Immediately Immediately Immediately
Application10 Immediately Off If Open for too leng

Pick preferences for severe and default batch signals.

If Open faor tao long

Immediately

Off

Off

off

Infa Categorys | | Info Category6
| Infocategoryll [ | info Category12
Default Early Warning Lid Severe Info L
Immediately Immediately

Immediately

off

off

Off

Off

Default Inlc!e
Immediately
Off

off

oif

off

off

FC

@ Get notified for Info signals generated by HEAL

Severe [ ]
Batch Problem

Immediately

Immediately

Immediately

Immediately

Immediately

Immediately

Default ]
Batch Problem
Immediately
Immediately
Immediately
Immediately

Immediately

Off
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e My Profile FC
Email Notifications

Time Zone
SMS Notifications

Signal Notification Preference )

Application Level

EUR : ]
() component Level  (8) CategoryLevel @ Get notified for Info signals generated by HEA
4
Info Category1 Info Category2 Info Category3 Info Categoryd Infa Category Info Category6
Info Category? Info Category8 Info Category® Info Category10 Info Category11 Info Category12

@ User opting for Immediately, will also be notified on the intervals of Open for long

Preferences
XR Travels - 6 f
. Severe
Applications + Severe Problem @ Defauit Problem @  Severe Early Warning @ Default Early Waming®  severemfo @ Dafaut inio @ L] Default
Batch Problem Batch Problem
App_Netbanking Immediately Immediately If Open for lang Immediately Immediately Immediately Immediately Immediately
App_Insurance Immediately Immediately If Open for too long If Open far tao long Immediately Off nmediately Immediately
App_Mutualfund Immediately Immediately Immediately Immediately off off Immediately =diately
o 5 9 en for long (15 minutes
App_MobileBanking Immediately Immediately Immediately Off off Off On - " ) ediately
Open for tea long (30 minutes)
App_CoreBanking Immediately Immediately Immediately Off Off off adiately
off
Application10 Immediately off If Open for too long off off off Immediately off

Notification preferences

o

Set per-application preferences for each signal type. The four options:

e Immediately. Notify as soon as the signal is raised. Default for new applications.

o If Open for long. Notify when the signal stays open past the &??long time&?- threshold
(admin-configured in Control Center).

¢ If Open for too long. Notify when the signal stays open past the 4??very long timea?e
threshold (admin-configured in Control Center).

o Off. No notifications.
For Immediately, you receive notifications when the signal opens, upgrades, or closes.
For the long and too-long options, you receive:

¢ A notification when a signal is raised on an application assigned to you.

¢ Reminder emails on the long-time or very-long-time interval.

ﬁnotmcatlon when the signal closes or upgrades.
HEAL Confidential. All Rights Reserved 2026
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¢ A notification when an assigned application is affected because one of its services lies in the
path of a signal raised on another application you do not own.

Multi-level subscription

If you pick Immediately, HEAL also assigns you Open for long and Open for too long. If you
pick Open for long, HEAL also assigns Open for too long.

Summary placeholders

In the Behavior Event Summary, HEAL shows the last N events. Severe events come first, with
default events filling in if there are fewer than N severe ones. If severe events exceed N, the latest
severe ones win. The Workload Event Summary follows the same logic.

Alert notification on severe event

Every severe event triggers a notification to every user with the Immediately preference. If
multiple severe events fire in one minute across or within a service, HEAL sends one consolidated
notification instead of several. Summary placeholders carry the details. This setting is off by
default.

Notification reminders

HEAL sends reminder emails to users with Open for long and Open for too long. For example, if
Open for long is 15 minutes and Open for too long is 30 minutes, reminders fire every 15 or 30
minutes after the signal opens. The first email goes out 15 minutes after the signal opens, then
every 15 minutes, ending when the signal closes or upgrades. The same pattern applies for too
long.

If a reminder is scheduled for 12:00 PM and at the same moment two services join the timeline,
five new severe events fire, and the signal severity changes from Default to Severe, HEAL sends
two emails. One is the reminder. The other carries the new severe events, the new services, and
the severity change. Placeholders include the event details.

Notifications when an end-user-impacting signal stays open for a long time.

Set Default Problem and Severe Problem for every assigned application to If Signal remains
open for long time. You only get notifications when those problems stay open past the threshold.

Mﬂlé(gqi)rereren ces walktnroughn.
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Settings for one application:
o Default Early Warning If Open for too long = 4 hours.
e Severe Early Warning If Open for too long = 2 hours.
e Severe Problem = Immediately.
HEAL detects a Default Early Warning at 1 PM:
¢ No notification until 5 PM.
e After 5 PM, if the warning still persists, you get the reminder (within 15 minutes).
e Reminders continue every 4 hours.
¢ Final notification when the warning closes or upgrades. No notifications between reminders.
The Early Warning becomes severe at 2 PM (timer starts from when the signal began):
¢ No notification until 3 PM.
o After 3 PM, if the severe warning still persists, you get the reminder.
e Reminders continue every 2 hours.
¢ Final notification when it closes or upgrades.
The severe Early Warning becomes a severe Problem at 2:30 PM:

e You immediately get a notification that severity changed to severe.

¢ Every update on this signal ID also triggers an immediate notification.

Next

¢ Signal Notifications Templates . customize email content.
¢ Navigating Signal Tab . problems and early warnings.

e HEAL Ul Security . session protection.
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https://docs.healsoftware.ai/docs/signal-notifications-templates-2/
https://docs.healsoftware.ai/docs/navigating-signal-tab/
https://docs.healsoftware.ai/docs/heal-ui-security/

