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HEAL runs automated Root Cause Analysis (RCA) by correlating forensic event data from
many sources and pinpointing the signals that triggered the incident.

How HEAL finds the root cause

After events are correlated, HEAL applies machine-learning causal analysis and graph traversal to
trace the failure to its origin. The result is the first true causal event, not just the earliest, based on
contextual dependencies across services.

Heads up. The root cause is not always the first event detected. HEAL uses an internal knowledge

graph to resolve complex causal paths.

View the root cause

On the incident detail page, scroll to the Root Cause section. You will find:

¢ A textual explanation of the fault and the affected service or instance.
e Recommended investigation steps for whatever triggered the incident.

¢ A Root Cause Walk diagram that highlights the primary impacted service and its
dependency path.
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© Status ¥  Related Incident(s)
Based on the given topology and incident description, it appears that there are two anomalous behaviors cbserved for the KPI "Memory Util™ in the service " _App_Service” running on instance

_Host_Inst_231". The first behavior indicates that the KPI value is 0.05 greater than the threshold of 0.0. The second behavior indicates that the KPI value is 7.13 lesser than the threshold of 20.0.
Itis important to note that the threshold values provided in the incident description are not consistent with each other. A threshold value being less than the normal value indicates a potential issue with
the service of instance, but the discrepancy between the two threshold values raises questions about the aceuracy and reliability of the data.
To investigate this incident further, the following steps could be taken:
l: Root Cause Verify the accuracy of the incident data by checking the monitoring and logging tools for the service and instance in question.
Investigate the root cause of each anomalous behavior by reviewing the application and system logs, event viewer logs, and performance counters.
Check for any recent changes to the application code, configuration settings, or infrastructure that could be causing the anomalous behavior.
Consider performing a capacity analysis to determine if the instance has sufficient resources to support the workload.
Collaborate with the development and operations teams to address any identified issues and implement corrective actions to prevent similar incidents from occurring in the future.
Monitor the service and instance closely to ensure that the anomalous behavior does not recur and that the KPI values remain within the established thresholds.
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Next
e Root Cause Walk . full walkthrough of the RCA view.

¢ View Solution Recommendation . suggested fixes.
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https://docs.healsoftware.ai/docs/root-cause-analysis/
https://docs.healsoftware.ai/docs/view-solution-recommendation/
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¢ View ML Insights . top metrics inside a signal.
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https://docs.healsoftware.ai/docs/view-ml-insights/

