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The Keycloak Administration Console is the central tool for HEAL identity and access
management. This page covers how to open the console and configure the two most common
settings, Forgot Password and SSO Session Idle.

Before you start

¢ Admin credentials for the Keycloak realm used by HEAL.
e Keycloak service is running and reachable from your browser.

e SMTP server details if you plan to enable email-based password reset.

Open the console

1. Go to the Keycloak URL in your browser.

2. Click Administration Console.

3. Log in with your admin credentials.

€« C A Notsecure | hutpsy/ . ... fauthy/ = % 0O ° H

8 «evcLoak

Welcome to Keycloak

8@ Administration Console @ Documentation » (@) Keycloak Project »
H

B4 Mailing List >

it Report an issue »

The Master page appears.
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Master w
General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
ii Realm Settings * Name
Clients
Display name Keycloak
HTML Display name =div class="kc-logo-text"><span>Keycloak</span=</div>

Frontend URL @

User Federation
Enabled & m [“-.

Authentication

User-Managed Access OFF

Grc-ups. Endpeints @ OpenlD Endpeoint Configuration

SAML 2.0 Identity Provider Metadata

Events

Import

Enable Forgot Password

This adds a “Forgot Password?” link to the HEAL login page so users can reset by email.

1. Go to Realm Settings > Login.

MIKEYCLO & App
Maste .
Master N‘|a5[er ]
General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
1 Realm Settings User registration & OFF
Clients
Edit username & OFF
Client Scopes
Forgot password © OFF
Identity Providers Remember Me & OFF
User Federation L\"
Verify email © OFF
Authentication
Login with email & m
Require SSL @ external requests v
Groups
Save Cancel

Import

Evnnrt

2. Toggle Forgot Password to ON.
3. Save.

4. Configure SMTP under Realm Settings > Email so reset emails can be sent.
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Set the session timeout

SSO Session Idle protects against unauthorized access on idle workstations. It applies to both the
HEAL Control Center and the HEAL Ul.

1. Open the Tokens tab in Realm Settings.

@AKEYCI 2 Appsoneadrin ~

Master Master &

General Login Keys Email Themes Cache Tokens Client Registration Security Defenses

Realm Settings

Default Signature v
Algorithm &

Revoke Refresh Token OFF
7]

550 Session Idle @ 1 Hours v

550 Session Max @ 10 Hours hd

550 Session ldle Q Minutes v
Remember Me &

550 Session Max ] Minutes v
Remember Me &

Offline Session Idle @ 30 Days v
Offline Session Max OFF
Limited &
Client Session Idle & 1] Minutes v )

2. Find SSO Session Idle. Hover for a tooltip that explains the setting.

© Time a session is allowed to be

idie before it expires. Tokens
SSO Session Ildle Q and browser sessions are
R invalidated when a session is
expired.

3. Pick the duration from the dropdown (Minutes, Hours, or Days).
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MEKEYCLO & Appsonead

Master “| Ster

I Realm Settings

Default Signature w

Algorithm @

Revoke Refresh Token OFF

$50 Session ldle @ Hours v

S50 Session Max © |

S50 Sedsion Mdle Minutes v
Remamber Mi O

S50 Session Max BMinute W

Remember Me

Offline Session idle & 1 s v

Offline Session Max OFF

Cliznt Secsian ldls 0 Mirvite: W

4. Save. Verify by logging in to the HEAL Ul and leaving the session idle.

SSO. Single Sign-On. One login covers both the Control Center and the HEAL Ul.

Suggested values

e SSO Session Idle. 15 to 30 minutes. Balances security with on-call productivity.
e SSO Session Max. 10 to 12 hours. Forces re-login once per shift.

e Access Token Lifespan. 5 to 15 minutes. Short-lived tokens limit replay risk.

If something is off

e Cannot reach the console. Check the URL and the Keycloak service status on the host.

e “Forgot Password?” link not showing. Re-toggle in Realm Settings > Login. Confirm the
realm matches the HEAL client.

e Reset emails not delivered. Test SMTP under Realm Settings > Email. Check the from-
address and TLS settings.

e Timeout changes not applying. Clear cookies for the Keycloak domain and log in fresh.

e Users get logged out too quickly. Increase SSO Session Idle in small steps and retest.

Next

e HEAL Ul Security . how sessions are protected.
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https://docs.healsoftware.ai/docs/heal-ui-security/
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e Forgot Password . user-facing reset flow.
e Changing Password . user-facing rotation flow.

Page 7
HEAL Confidential. All Rights Reserved 2026


https://docs.healsoftware.ai/docs/forgot-password-2/
https://docs.healsoftware.ai/docs/forgot-password/

