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Keycloak Administration Console

Keycloak Administration Console is a centralized administration and control of the keycloak identity and
access management system, providing administrators with the necessary tools to manage user identities,
configure security settings, and ensure a secure and seamless user experience.

Go to the Keycloak Ul using the below URL and click on Administration console.

[box] https://I<Keycloak IP>:<Keycloak port>/auth[/box]

« C A Notsecure | httpsy/ . .0 i Sfauthf ® w 0 ° :

8 «evcLoak

Welcome to Keycloak

(% Administration Console @ Documentation > @) Keycloak Project >
H

User Guide, Admin REST AP and
Centrally manage all aspects of the Javadocs
Keycloak server

B4 Mailing List > [N

it Report an issue »

The Master page appears as below.
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ii Realm Settings

Clients

Client Scopes
Roles

Identity Providers
User Federation

Authentication

Groups

Users

Events

Impaort

Master w
General Login
* Name
Display name
HTML Display name
Frontend URL @
Enabled &

User-Managed Access

Endpoints ©

Keys Email Themes Cache Tokens Client Registration

Keycloak

<div class="kc-logo-text"><span=Keycloak<fspan></div>
OFF

OpenlD Endpeint Configuration

SAML 2.0 Identity Provider Metadata

The below are the modified Master Tabs respectively.

& Appscneadmin +

Security Defenses

Email - To Enable the “Forget Password” Feature

Enabling the “Forgot Password” feature allows users to regain access to their accounts
in case they forget their password. This feature enhances user experience by
providing a convenient and secure way to reset their passwords without needing to
contact support or create a new account.

To enable the ‘Forgot Password’ function, perform the following steps in the Keycloak
Administration Console:

1. Navigate to Realm Settings > Login.
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(.‘KEYCLF' & Appscneadmin
Master Master &
General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
‘I Realm Settings User registration © OFF
Clients
Edit username @ OFF
Client Scopes
Roles Forgot password @ OFF
Identity Providers Remember Me © OFF
User Federation L{-
Verify email @ OFF
Authentication
Login with email & m

Require S5L & external requests v

Groups

Users
Sessions
Events

Impaort

Evnnrt

Click on the Login with email tab, to Enable the feature.

[box] Enabling this feature adds a ‘Forget Password’ option in HEAL Ul and also sends
and receives password reset emails.[/box]

When the “Forgot Password” feature is enabled, users can initiate the password reset
process by clicking on a designated link or button. They are typically prompted to
provide their registered email address or username. Once submitted, the system
sends a password reset email containing a unique link to the user’s email address.

Tokens - Application Session Timeout

The session timeout is a security feature within HEAL, that automatically terminates a
user’s session following a certain period of inactivity. It enhances security by
preventing unauthorized access and protects user data from potential breaches.

In the HEAL software, which includes the Control Center and HEAL Ul applications,
session timeouts are managed via Keycloak. By adjusting the session timeout settings
in Keycloak, administrators can modify the inactivity period before the session
termination for both applications.
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1. Click on the Tokens tab and the below details will be available.

(.,KEYC‘ & Appsoneadmin ~
B "
4 Master &
General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
Realm Settings Default Signature v
Algorithm &
Revoke Refresh Token OFF
7]
550 Session Idle @ 1 Hours v
550 Session Max @ 10 Hours hd
550 Session ldle Q Minutes v
Remember Me &
550 Session Max ] Minutes v
Remember Me &
Offline Session Idle @ 30 Days v
Offline Session Max OFF
Limited @
Client Session Idle & Q Minutes v i

2. Set the required duration in “SSO Session Idle”.

SSO: Single Sign-On
For information: Hover over the SSO Session Idle and the below information is displayed:

7

Time a session is allowed to be
idle before it expires. Tokens

SS0O Session Idle q and browser sessions are
b3 invalidated when a session is
expired.

3. Click on the drop-down and select the required duration as below.
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g r K E T [ Client R 1 1 I [
g
Realm Settings Default Signature y
Cligr Algarithm @
Révoke Refresh Token OFF
Identity Providers £50 Session idle © 1 Hours w
' Minutes
R $50 Session Max © 10 Hours
Oays ____J
Authentication
550 Session idle Minutes ~
Remember Me O
Groups S50 Session Max ) Minuee ~
Remember Me @
Offine Session ldle © 30 NS w
OfMine Session Max OFF
Limited &
Import
Client Sestion ldle @ Birviite W
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